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This paper explains the challenges and vulnerabilities the Nation 

and especially the military will .face in the next century as our 

dependence on information systems and associated infrastructure 

continues to grow.  It will highlight the results of the 

President's Commission on Critical Infrastructure Protection and 

discuss the steps necessary to protect the information systems 

upon which we have come to so heavily depend.  It will highlight 

that without a comprehensive national policy in protecting 

information infrastructures poses a great risk to its military, 

commercial users and ultimately the Nation. 

in 



IV 



TABLE OF CONTENTS 

ABSTRACT • iii 

LIST OF TABLES ..'...  . . . vii 

DISCUSSION 3 

RECOMMENDATION 9 

CONCLUSION • 16 

ENDNOTES •  19 

BIBLIOGRAPHY • 23 



VI 



LIST OF TABLES 

Table  1  -  Global  Technology Trends   6 

Vll 



Vlll 



INTRODUCTION 

There are some who believe we are going to have an 
electronic Pearl Harbor, so to speak, before we really make 
[computer security] the kind of priority that many of us 
believe it deserves to be made. Do you think we're going to 
need that kind of real awakening? 

—Sen. Sam Nunn 

I don't know whether we will face an electronic Pearl 
Harbor, but we will have, I'm sure some very unpleasant 
circumstances. I'm certainly very well prepared to predict 
some very, very large and uncomfortable incidents. 

—CIA Director John M. Deutch 
[Testimonies before the U.S. Senate Committee on Government 
Affairs, Subcommittee for Permanent Investigations, Vulnerability 
of United States Government Information Systems to Computer 
Attacks, Hearings, June 25, 1996.J1 

As the United States emerges from the Industrial to the 

Information Age our nation increases its vulnerabilities in the 

cyber dimension.  Cyber War is defined as a comprehensive 

information-oriented approach to battle that may be to the 

information age what blitzkrieg was to the industrial age.2 This 

is a global phenomenon with a multipolar world that relies on 

international finance, banking, worldwide commerce and 

communication networks.  This digital interdependency creates 

many liabilities as well. It is becoming more and more apparent 

that government and industry are not prepared to respond to the 

Information Operations threat. The anonymity of the attacker 

forces one to take precautions on many fronts. Data streams on 

the Internet do not declare' themselves at customs when they enter 



a country. The problem is that we do not know if it is an 

employee that forgets their password and tries to get back into 

the system, a student trying to hack into a network, a competitor 

or even an enemy nation-state with hostile intentions.  The 

intertwined nature of the information age is altering the nature 

of social conflict.  The new telecommunications technologies are 

enabling small nongovernmental players to organize into well- 

coordinated networks.3 The cyber attack threat against the 

United States industry and military computer systems has 

proceeded beyond the hacker stage to potentially hostile groups 

that have the means and expertise to wage offensive information 

warfare.  The director of the U.S. National Security Agency(NSA), 

USAF Lt. Gen. Kenneth A. Minihan, stated, "This technology has 

become one of our most important sources of competitive 

advantage-and one of our greatest strategic vulnerabilities.  Our 

ability to network has far outpaced our ability to protect 

ourselves from cyber attack."4 We cannot avoid the issue at hand 

posed by these new electronic capabilities.  The United States 

military and the Department of Defense are faced with the 

sobering thought that a ruthless low-tech enemy could exploit our 

vulnerabilities by using these new technologies to humble even 

the high and mighty United States of America. Government and 

industry must work together to make sure that the threat is 

manageable.  It is a sharing of risks that must be undertaken to 

resolve this problem.  Are we prepared for Cyber War? The 



underlying theme is that the United States still has no 

coordinated and comprehensive plan for addressing security 

concerns or for developing an overall national strategy.5 

DISCUSSION 

Information warfare and operations is here to stay.  Former 

Secretary of Defense William Perry stated,  "We live in an age 

that is driven by information.  Technological breakthroughs are 

changing the face of war and how we prepare for war."6 The 

usefulness of these information systems and the increasing access 

to information also make it vulnerable.  These susceptibilities 

are a two edged sword—one side being the capabilities the 

Defense Department must protect and the other being capabilities 

that can be used against our adversaries.7 Because of these 

problems, information by itself is becoming important to national 

security. 

American officials and business leaders are becoming 

increasingly concerned about United States' liability to 

information warfare attacks on the nation's computers and 

electronic data networks by weekend hackers, terrorists, or 

enemies.  Apprehension is growing as the nation's military, 

financial, business and government sectors become more 

interlinked and dependent on expanding worldwide communications 

networks.8 As Anne Wells Branscomb has pointed out, "In 



virtually all societies, control of and access to information 

became instruments of power so much so that information came to 

be bought, sold, and bartered by those who recognized its 

value."9 Martin C. Libicki of the National Defense University 

has stated that "hacker attacks on commercial information systems 

can distract the political leadership from national security 

duties."10 The government is coming to the full realization that 

action must be taken to secure the nation's critical 

infrastructures from electronic attacks.  The government slowly 

began to ramp up its efforts to ward off the potential 

catastrophic effects of information operations. 

The President's Commission on Critical Infrastructure 

Protection was appointed by President Clinton in July 1996 to 

examine the vulnerabilities of the nation's core infrastructures. 

The Commission identified the following problems which resulted 

from the growth and progression of Information Technology: 

Our national defense, economic prosperity, and quality 
of life have long depended on the essential services 
that underpin our society. These critical 
infrastructures—energy, banking and finance, 
transportation, ( vital human services, and 
telecommunications—must be viewed in a new context in 
the information Age. The rapid proliferation and 
integration of telecommunications and computer systems 
have connected infrastructures to one another in a 
complex network of interdependence. This interlinkage 
has created a new dimension of vulnerability, which, 
when combined with an emerging constellation of 
threats, poses unprecedented national risk.11 

Shortly thereafter the National Defense Panel was asked to 

look at some of the long-term issues facing U.S. defense and 



national security.  The panel reported to Secretary of Defense 

William S. Cohen in December 1997 on the changes needed to ensure 

U.S. leadership and the security and prosperity of the American 

people in the 21st century.  In the area of Information 

Operations they reported the following: 

The importance of maintaining America's lead in 
information systems—commercial and military—cannot be 
overstated. Our nation's economy will depend on a 
secure and assured information infrastructure. Given 
the importance of information—in the conduct of 
warfare and as a central force in every aspect of 
society—the competition to secure an information 
advantage will be a high-stakes contest, one that will 
directly affect the continued preeminence of U.S. 
power.12 

There are many examples regarding risks for our nation in 

Information Operations.  For instance, in 1995, Vladimir Levin, a 

28-year old Russian biochemistry graduate student in St. 

Petersburg, using computer codes, broke into New York Citicorp's 

cash management computer.  Before he finished he transferred more 

than $12 million to other banks and had access to the $500 

billion daily transfer account.13 By the time it was all over, 

it showed that an attack on any defense structure or economy 

could be initiated without warning, is extremely difficult to 

trace, and is sometimes unobserved. 

The threat is no longer hypothetical.  The tools are widely 

available on the Internet to anyone with a computer and a modem. 

The General Accounting Office recently estimated that Pentagon 

computers experience some 250,000 hacker attacks per year and 



that 65 percent of these attacks are partially successful.14 The 

basic problem is that we cannot tell if the attacks are 

recreational, malicious or a full blown attack to topple the 

nation. 

The United States uses nearly 50 percent of the world's 

computer capability and contains around 60 percent of the 

Internet assets.  This nation is one of the most advanced and, 

most dependent users of information technology.15 Table 1 shows 

the global technology trends and identifies how the knowledge- and 

capability of those able to disrupt infrastructure networks is 

growing. 

in 1982 in 1996 in 2002 
Personal computers thousands 400 million 500 million 
Local area networks thousands 1.3 million 2.5 million 
Wide area networks hundreds thousands tens of 

thousands 
Viruses some thousands tens of 

thousands 
Internet devices accessing 
the World Wide Web none 32 million 300 million 
Population with skills for a 
cyber attack thousands 17 million 19 million 
Telecommunication systems 
control software specialists few 1.1 million 1.3 million 
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A recent Washington Times article tells of computer hackers 

being able to disable the military.  It is based on the results 

of a military exercise called "Eligible Receiver." A team from 

the National Security Agency, using software tools obtained from 

"hacker sites" on the Internet, attacked the U.S. Pacific 



Command, using global Cyberspace.  Over a two week period the 

team found that they could have denied the Command's theater 

command and control capability, virtually undetected.  The 

Pentagon found it to be "an important and revealing exercise that 

taught us we must be better organized to deal with potential 

attacks against our computer systems and information 

infrastructure."17 This exercise shocked many in the Pentagon 

because of the relative ease in which such an attack could be 

accomplished. 

Current national security policy and strategy for 

Information Operations has been slow in its development and is 

outlined in the following documents.  The President's 1997 

National Security Strategy states: 

The national security posture of the United States is 
increasingly dependent on our information 
infrastructures.  These infrastructures are highly 
interdependent and are increasingly vulnerable to 
tampering and exploitation.  Concepts and technologies 
are being developed and employed to protect and defend 
against these vulnerabilities; we must fully implement 
them to ensure the future security of not only our 
national information infrastructures, but our nation as 
well.18 

Also, the joint warfighting community has moved quickly to 

include Information Warfare in joint operations.  The Joint 

Staff, in cooperation with the Services, combatant commands and 

Defense Agencies is working toward implementing a common vision. 

These ideas are prominent in the Chairman JCS' roadmap—Joint 



Vision 2010, which prepares the Armed Forces for the challenges 

of the 21st century.  Joint Vision 2010 states: 

We must have information superiority: the capability to 
collect, process, and disseminate an uninterrupted flow 
of information while exploiting, or denying an 
adversary's ability to do the same. There should be no 
misunderstanding that our effort to achieve and 
maintain information superiority will also invite 
resourceful enemy attacks on our information systems. 
Defensive information warfare to protect our ability to 
conduct information operations will be one of our 
biggest challenges in the period ahead.19 

The joint warfighting community sees the compelling need and its 

relevance to the Warfighter and is acting to raise awareness on 

Information Warfare within the Department of Defense.  This is 

extremely important as the large force structures of the past 

transition to tomorrow's smaller, higher trained, and technically 

equipped forces.  Additionally, the Quadrennial Defense Review 

(QDR) report prepared by the Secretary of Defense states that 

"although our current capabilities are adequate to defend against 

existing information operations threats, the increasing 

availability and decreasing costs of sophisticated technology to 

potential adversaries demand a robust commitment to improve our 

ability to operate in the face of information threats as we 

approach the 21st century."20 While all of these policy 

documents are fine and can be used for the separate agencies 

there is no single agency within the government that can pull all 

these activities together. 



RECOMMENDATIONS 

There is no shortage of interest and concern, especially in 

the government arena and the Defense Department, regarding 

Information Warfare. The Office of the Secretary of Defense 

recently had RAND research this area.  RAND is a nonprofit 

institution that helps improve public policy through research and 

analysis.  Their recent report "Preparing for Conflict in the 

Information Age" identified the following: 

At present, the U.S. military is the world's leader in 
thinking, planning, and preparing for the advent of 
cyber war, both offensively and defensively. The 
United States is the only country with an array of 
advanced technologies as well as the organizational and 
doctrinal flexibility to make cyber war an attractive 
and feasible option. But its potential adversaries 
especially nonstate adversaries, may have lead in 
regard to a comprehensive information-oriented approach 
to social conflict. Here, the U.S. emphasis may have 
to be on defensive measures.21 

Additionally, there is no apparent focus as current efforts 

appear specialized and non-complementary.22 As a result, the 

Clinton Administration is currently trying to concentrate more 

attention on the problem.  In July 1996,  President Clinton 

created the Commission on Critical Infrastructure Protection and 

charged it with examining vulnerabilities in broad commercial 

systems, including telecommunications networks.23 The executive 

order creating the commission identified that, "certain national 

infrastructures are so vital that their incapacity or destruction 



would have a debilitating impact on the defense or economic 

security of the United States."24 This joint private sector and 

government commission were created to develop a national strategy 

for protecting the country's critical infrastructures from a 

spectrum of threats and to assure their continued operation. The 

chairman of the President's Commission, retired USAF 'General 

Robert T. Marsh, commented that "our security, economy, way of 

life, and perhaps even survival are now dependent on the 

interrelated trio of electrical energy, communications, and 

computers."25 The group identified eight critical 

infrastructures to include the electric power system, gas and oil 

storage and transportation, water supply systems, 

telecommunications, banking and finance, transportation, 

emergency services, and continuity of government services.  The 

Commission had this to say: 

Our national defense, economic prosperity, and quality 
of life have long depended on the essential services 
that underpin our society. These critical 
infrastructures must be viewed in a new context in the 
Information Age. The rapid proliferation and 
integration of telecommunications and computer systems 
have connected infrastructures to one another in a 
complex network of interdependence. This interlinkage 
has created a new dimension of vulnerability, which, 
when combined with an emerging constellation of 
threats, poses unprecedented national risk.26 

In the spirit of being able to shape, respond, and prepare 

now, in an integrated strategic approach, the Secretary of 

Defense outlined in the QDR that:  "Defense against hostile 
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information operations will require unprecedented cooperation 

between the Department of Defense, other federal agencies, the 

armed forces, commercial enterprises, our allies, and the public. 

The Department is working closely with the Presidential 

Commission on Critical Infrastructure to develop this cooperative 

relationship."27 

Not everyone believes the Pentagon or the nation is taking 

the problem Information Warfare presents seriously enough or 

28 allocating adequate resources for this effort.  According to a 

February 1997, Defense Science Board Task Force on Information 

Warfare defense, there is a need for "extraordinary" action to 

deal with the present and emerging attacks to information 

systems.29 The panel warned of a potential national security 

disaster if certain remedial actions are not taken immediately. 

Currently the Pentagon is spending less than $1 billion per year 

on Information Warfare. The Task Force suggested the Pentagon 

seek an additional $3 billion over the next five years 

principally for defensive' measures.  Finally, the three following 

recommendations were proposed:  create an accountable Information 

War chief, establish minimum information protections across all 

of the armed services, and resolve legal and jurisdictional 

30 issues. 

In June 1996, then CIA Director John Deutch identified 

Cyberspace attack as one of the top threats to national security. 

He ranked it third behind proliferation of weapons of mass 
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destruction and the potential of terrorist use of them.  In his 

words, the U.S. is "not well organized as a government to 

address" the Cyberspace threat.31 He claims that the increasing 

potential of Information Warfare endangers the disruption of 

everything electronic in the United States from air traffic 

control system and banking networks to power plants and military 

installations.  Director Deutch named three priorities to improve 

our cyber warfare capabilities:  create an Information Warfare 

Technology Center, chartered to serve both domestic and military 

security;  improve tracking of threats posed by national and 

subnational groups; and development of a "defense-in-depth" 

response which incorporates as many barriers as possible within 

networks to preclude penetration.32 

Former Senator Sam Nunn warned that the threat is mounting 

because sophisticated computer viruses enable adversaries to 

launch untraceable attacks from anywhere in the world.  He said, 

"We often can't tell if an attack is from a United States person 

or from a foreign state."33 

When The President's Commission on Critical 

Infrastructure Protection released their report and briefed the 

President in October 1997 relatively little progress has been 

made since then in forming a national consensus on the issue of 

defending critical infrastructures against cyberterrorists and 

hackers.  Since industry owns the infrastructure and not the 

government this will only work when the various parties are 
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united against a common threat. There are many reasons for this 

reluctance.  The Commission Chairman General Robert Marsh said: 

The single most important recommendation of the panel 
is to develop information sharing arrangements in the 
private sector and between government and industry in 
areas such as unauthorized intrusions. The biggest 
obstacle to implementing the group's recommendations is 
the cultural change we have to bring about.34 

Some owners of the infrastructure, especially the financial 

institutions, find that it is more acceptable to permit an 

intrusion into their networks rather than make a public 

acknowledgment that they have been "hacked." To do so would 

admit that security has been breached and place doubt in the 

minds of the consumer. The industry would make itself liable if 

it acknowledges a difficulty.  The problem is reduced to becoming 

a write-off or cost of doing business in the information age. 

The Federal Bureau of Investigation(FBI) has recently formed 

the National Infrastructure Protection Center.  This organization 

is principally geared toward emphasizing the potential threats 

from electronic attacks to the private sector owners and 

operators of the infrastructure.35 Currently the biggest 

drawback is the legal impediments to sharing the vast amounts of 

information that is needed to be shared with the operators of 

these critical infrastructures.  The FBI is finding a need to 

switch from a criminal surveillance approach to one of exploiting 

intelligence surveillance.  This is just one of several 
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organizations that have recently been created to meet the new 

requirements of Cyberspace defense. 

Another group, the Information Operations Technology Center 

was formed in August 1997 to help guard against computer network 

attack.  It is a joint initiative of the Department, of Defense 

and the Intelligence Community.  It was formed to develop and 

apply telecommunications and computer technologies to Information 

Operations national security problems. 

The Department of Defense is currently trying to get its act 

together with the development of a joint task force to control 

both offensive and defensive strategic and tactical Information 

Operations.  It is still in the formative stages and somewhat 

disjointed per Deputy Secretary of Defense John Hamre.  Mr Harare 

said that although DoD is still working to determine "the focal 

point for [network] protection and Information Operations," the 

Pentagon will eventually create a joint task force to handle 

Information Operations.36 The new task force most likely will be 

located in one of the DoD's Unified Commands such as the Atlantic 

Command, The Special Operations Command, the European Command or 

the Pacific Command.  Furthermore, the Department of Defense is 

also looking at overall network security becoming the 

responsibility of the Defense Information Systems Agency. 

The Joint Chiefs of Staff established the philosophy of a 

teamed approach being essential to developing a comprehensive 
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Information Warfare strategy.  The Joint Staff brochure on 

Information Warfare outlines this policy with the following: 

We must assist in demonstrating to service providers 
the compelling need for a collaborative, teamed 
approach in crafting solutions-not just to support the 
Department of Defense and to protect our national 
security, but to protect their own proprietary 
interests as well.37 

Being able to provide capabilities to support military operations 

require assured infrastructure beyond the peacetime information 

environment.  This is necessary for mission success.  However, 

one quickly realizes that the authority for protection 

implementation is outside the government and the Department of 

Defense.  This is where all these new organizations still fall 

short is having a significant involvement by the industry members 

who own and operate the infrastructure.  Robert Steele gives a 

rather scathing account that echoes this sentiment in his 

article, "Takedown:  Targets, Tools, & Technocracy" with the 

following: 

The President's Commission on Critical Infrastructure 
Protection was at once a small sign of hope and a large 
symbol of despair- Apart from the fact that it did not 
talk to any of the serious professionals outside the 
beltway, and even more so, outside the nation, who 
actually know in detail the vulnerabilities and 
solutions the Commission was supposed to 
address...unfortunately, it did not give the Nation 
what it needed, and we are left—with no clear cut 
direction, no one clearly in charge, and no basis for 
which to mobilize the private sector into its new and 
urgent role as the first line of national defense 
against cyber-attack and self-destructive electronic 

38 systems. 
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These recent incidents have been serving as a wake-up call 

for the military and the federal government that the idea of a 

cyber attack no longer seems remote.  More attention to 

Information Technology security is what is needed. Doctrine and 

policy have not caught up with technology to combat the threat. 

To ensure this is accomplished more resources and high-level 

management attention is required. A national policy would focus 

that attention.  It would provide a framework for government and 

industry to manage the synergistic effect of reducing risk across 

the infrastructures.  Industry is still not trustful of 

government security.  The key is how to get the intelligence 

community and the military to share the information once it is 

obtained.  A focused national security policy would break down 

many of the barriers that impede successful implementation of 

combating this threat. 

CONCLUSION 

High-tech Information Warfare is fast becoming a reality. 

Rapid technological change presents a new challenge for 

strategists mastering the emerging forms and functions of 

information technologies.39 The very nature of this technology 

makes us vulnerable.  Recent events have continued to enforce the 

need for some sort of protection.  Meeting the challenge today 

means understanding the implications of warfare in the 

information age. As nation-states become more adept in 

exploiting this technology our concern must increase because a 
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much higher level threat exists that has the resources and 

ability to cripple the life support systems of our nation.  This 

challenge requires the expansion and rapid acquisition of 

technology that includes the integration of global information 

systems.40 It must be a collaborative effort.  There is a 

changing balance of information control.  In the information 

infrastructure arena, the government first had the lead; now 

industry does. Today the commercial sector is advancing computer 

and communications technologies at an extremely rapid pace. 

Military requirements no longer dictate the direction and speed 

of technology, forcing reliance on commercially available 

hardware and software.41 The military services need to see what 

they can offer and leverage the commercial sector to put in the 

security that is needed. When the government controlled the 

infrastructures it was far easier to take a risk avoidance 

approach or posture.  It is not possible to have risk free 

information systems or telecommunications environment therefore 

the risks must be managed.  Mr Frederick G. Tompkins, former 

director of policy analysis for the National Computer Security 

Association, states that "a systems approach to information 

security management must be taken and there is no *silver bullet' 

to resolve the many issues associated with the security of the 

digital world. A certification and testing program must be 

undertaken to make the risks manageable."42 It is not possible 

to have risk free information systems or telecommunications 

17 



environment.  One cannot avoid risks as the very nature of 

technology makes us vulnerable.  Therefore the risks must be 

managed. 

Defensive Information Warfare has to be considered and 

integrated at all levels of conflict and applied across the full 

spectrum of military operations.  This mandates that defensive 

Information Warfare be organized as a system and linked together 

by policy, doctrine, and a national supporting organizational 

infrastructure.43 

Although current direction is sound, we must take it to the 

next higher echelon by establishing a national information 

strategy.  The importance of information dominance requires a 

top-down establishment of a national strategy.  It must have 

focused leadership for end-to-end consideration of all the needed 

and integrated components of a most complex national scheme.44 

It is time to develop and implement a national level 

information strategy to tie together any fragmented capabilities 

in the Information Warfare arena in the private sector, the 

government, and the military.45 We must integrate into national 

security strategy a strategic focus incorporating all of our 

operational centers of gravity.  Instead of a piecemeal approach 

we must take advantage of the synergism all players offer and 

provide a more economical way of reaching the objective of 

Information Warfare security. 
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